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Q.1 L. Obtain Ciphertext for the given ffin$gxt 
*HILLCIPHER" 

ffiffilying the

,,:%"[03 021 * I
Hill Cipher technique using key IG: I ^^ ^ - I

a :r"

7 L3 col
t

b. Write a short note on Stffi*hography andM its advantfies and disadvantages.

4

6 L2 col

c. With a neat diagrffio{plain the model for net#ork security.
; * *;*Y

7 L2 col

OR
Q.2 a. State

PLAYF

riffised for encryptionjfuftAYFAlR cipher and encrypt the
bleurBR" usingrtfiHfffi"yword "ENGryffi.rNG" using
cipher. *{

7 L3 co1

b. Describe simple XOR an{ffi
example and their difficrffi

- time pad encffi4ciri techniques qffi
.** ffi*W - *
,'Tp:t : :::n:
@S -1Y .n

7 L2 col

c. With a block diagra6 dkplain the variousWinvolved in eryfrtion and

key generation ofahe'DES algorithm. ffib. 'p'"
# '1*. td/* -&- .- ",

6 L2 col
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Q.3 a. Demons,lqie the Diffie - Hellffiy exchange rffi4* 8 L2 c02

b. Performehcryption and

kev is6 for two prime
q-

7 L3 c02

c. ffibscribe the fundaffiftlrequirementt tkf alublic key cryptosystem must
n{eet to ensure secffi. \ w

*'=#,S 
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,dqf==h.

5 L2 c02

e-qK
Q.4 a.

l

Explain brieIff
applications.

the elliptic puive cryptography and mention two

,*]5i=*

8 L2 c02

b. Let q :719 and g:5 , ffi,E 157 ,Xb:293. Use the Diffie Hellman Key
exchange algorithmJo filTd Ya, Yb and Secret key K.

ffise:h*

7 L3 c02

c. Briefly explain ffi$bcurity dspects of the RSA algorithrn 5 L2 c02
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Q.s a. Exptain the iymmetric key distribution using Asymmffi Sficflyption.
,,.. **fl

7 L2 c03

b. @yptographic hash fu nctions iffiebsage authentication

with a neat diagram 
ffi ...i.

8 L2 c03

c. @ments of an X. 5 o9 -ffirffiffieite.
&^"7

5 L2 c03
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Q.6 a. What is Key Management? a neat diagranq ho"w,J..(ey usage

can be controlled in encryption usingcontroldymfi*-tors.

7 L2 c03

b. Describe the architecture of {p@ublic Key Infrastnrqtur6 X.509 (PKIX)
model with a neat diagranr\, *n{.

a"'%{

8 L2 c03

c. Write aihort note o.q[hffirious schemes ofpublis ktiy distribution.

- *effi q"
5 L2 c03
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Q.7 a. Explain fugctiofls and cryptographic ffirithms

functional#%n." u. *
.d&,\4" 'k

used in SA{IME 8 L2 co4

b. Defin&ilS and explain its architffi+te with a neat diaffif+/
"!fu "..::1a.,d

l{r.

7 L2 co4

c. Bring out the differences betqeefl Kerberos versffi4:miWVersion 5.
. Iiffi * * 1.,*d*&m !

5 L2 co4

OR

Q.8 a.
Bjq{ w .

Describeremoteuseraqtheirticationusing-aqffi etricencrypt-i"p.":b".
'q\ ; ;F q-* 8 L2 co4

b. Eiptaln Pretty ffiffi;vacy ( PcPf,fup$ge transmissiofr%fld reception

with a neat diagffi. ffi: ." *
Y::

'"{-*ds:::iii;#

7 L2 co4

c. Elaboratry#.=the various seqlffim#hpproaches thffimFdress web security
threats.: * 1' ;% !l,e # 
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f L2 co4
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Q.e a. ffi,ffiPdoes Domain Kft6sfdentified Mail (pffiVtl address the threats posed
s$&"email attackerstm*" is its straflSy&r email authentication?

8 L2 cos

b. Explain lnteffiy Exchang" (IffiWd<"y determination features. 7 L2 cos

c.
a

Explain Basic iombination.mls€curity Associations. 5 L2 co5

OR

Q.10 a. Illustrate the key compgnffits of the Intemet mail architecture with a clear
diagram' 

-w,

8 L2 co5

b. Explain the Encffilating IP Security Payload. 7 L2 cos

c. Describe;[ffiFrnctional flow of Domain Keys Identified Mail (DKIM).
a .&tr

5 L2 cos
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