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i M|L| C
Q.1 | a. | Obtain Ciphertext for the g1ven gﬂam@ext “HILLCIPHER” by.applying the | 7 | L3 | CO1
03 02 )
Hill Cipher technique using ké K
1p q g Y {08 0 5}
b. | Write a short note on Steganography and its advantages and disadvantages. | 6 | L2 | CO1
@ﬁ“
c. | With a neat diagrﬁi‘n%?xexplain the model for Petwark security. 7 | L2 | CO1
Ay # OR Bl
Q.2 | a. | State the, rules s used for encryptlon in. PLAYFAIR cipher and encrypt the | 7 | L3 | CO1
message, ' ““COMPUTER” using thakeword “ENGINEERING” using
PLAYFAIR cipher. ;s N )
4§ “%@m m& ;z:l;h
b. | Describe simple XOR andw one — time pad encgﬁmon techmques wi‘th an| 7 | L2 | CO1
example and their difficulties: )
c. | With a block diagram, explam the VarlouSmsteps 1nvolved n encryptlon and| 6 | L2 | CO1
key generation of the “DES algorithm. ., “."
Module" 2
Q3 |a Demonstrate the Diffie — Hellma%key exchange alg@rlthm 8 | L2 | CO2
b. | Perform mggcryptlon and decf?rptxon using the RSA algorlthm given public | 7 | L3 | CO2
key is/6 for two prime numbéi% 17 and 31 with.message 3. -
>N 2 L ¥
c. /| Describe the fundag}en@tal requirements that a’public key cryptosystem must | 5 | L2 | CO2
meet to ensure seclxgmt/..
8 ) “OR
Q.4 | a. | Explain brleffy the elhptlc gcurve cryptography and mention two| 8 | L2 | CO2
X applications.
b.|Letq=719and g=5, “Xa('—'157 Xb = 293. Use the Diffie Hellman Key | 7 | L3 | CO2
exchange algorlthm to ﬁnd Ya, Yb and Secret key K.
c. | Briefly explain the sécurlty aspects of the RSA algorithm. 5| L2 |CO2
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Descrlbe,qghgg@nct_lonal flow of Domain Keys Identified Mail (DKIM).

Module — 3 : ~
Q.5 Explain the symmetric key distribution using Asymmetn}c Encrypt1on L2 | CO3
Explain the role of cryptographic hash functlons in L2 | CO3
with a neat diagram. oy
Discuss the general elements of an X 5094‘Aqeifﬁé§;cate L2 | CO3
(0) o &
Q.6 What is Key Management? Explaifi: ?’th a neat diagram, how. key usage L2 | CO3
can be controlled in encryption and; dearyptlon using control: Vectors
M‘M L e
Describe the architecture of the Public Key Infrastructure X.509 (PKIX) L2 | CO3
model with a neat dlagram K
M 1 i .vgt% 4
Write a short note on. th@r%rlous schemes of public key distribution. L2 | CO3
N ;wm “”“*w\/
Ny Module - 4 o
Q.7 Explain ﬁué;ctlons and cryptographlc ““‘aﬁorithms used in S/MIME L2 | CO4
functlonah,gy o/
Define @LS and explain its archltgoture with a neat dlagram L2 | CO4
’?3
Brmg out the differences betwee“h Kerberos ver51on~4‘;an&§?ﬁ/er31on 5. L2 | CO4
Q.8 Describe remote user authentication using ; a / L2 | CO4
Explain Pretty Good Pr1vacy ( PGP). mess%ge transmission and reception L2 | CO4
with a neat dlagrﬁm %z.w %
Elaborategggon the various security..approaches tha addfess web security L2 | CO4
threats s~
A, "/ Module-5""
Q9 A Hoﬁ"f”" does Domain KQ}Q’“Idenuﬁed Mail (DKJM) address the threats posed L2 | CO5
L2 | CO5
L2 | CO5
w&i@m OR
Q.10 [lustrate the key components of the Internet mail architecture with a clear L2 | CO5
diagram. ‘
A@ﬁmw
Explain the Encapsulatmg IP Secur1ty Payload L2 | CO5
L2 | COS
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