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Network Security

IR TS Max. Marks: 100

Note: Answer any FIVE full questions, choosing ONE full question from cach module.

Module-1

Discuss the four principtes ot securty in detatl, cach with an example. (10 Marks)

Fost the examples ol appheation fevel atiacks or network Tevel attacks cach ol which has

arisen macreal world studentean explam any real time example). (10 Marks)
OR

Discss the active attacks and passive attack in detnlh (10 Murks)

Fxplan the specific attac ks smitine. spooting. phishing, (05 Marks)

Deserbe the terms virus. worms and cookies, (03 Marky)

Module-2

Drav the sceure socket faver protocol stack and describe the working i details. (10 Marks)

Discuss the tour stage handshake protocol with neat diagram. (10 Marks)
OR

Drvaw the Secure Shell 1SSH Protocol and deseribe the workime i detail. (10 M arks)

What i the mportance o HITTPS? Fxplam the connection imitiation and Cloure of HTTTP in

Jetal (10 Marks)

Module-3
Draw the flow chart ol processing for outbound packets and processing model imbound

packets, (10 Vurks)

Wt are the [PSee services ind explan, (03 Marks)

Fxplam about the IPSee documents. (05 Marks)
OR

With neat diagram explam the scope of ESP enervpuon m Tunnel mode and Transport

mode. (10 Marks)

Process using Dithie-tlellman algorithm with an

Paplam the Internet Koy bxchange
example. (10 Marks)

Module-4

Name the three classes ot mtruders. Describe the Intruder behaviour patterns. (10 Marks)

Fplam the Rule Based intrusion techniques. mtrusion detection. (10 Marks)
OR

Fxplam tvpes ofmalicious <ollware i detarl, (10 Marks)

Brictabout the muluple threar NMahware, (03 Narks)

Droseribe the tour phase oy, . (05 Nurky)
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Module-3

Listout lirewall characteristics and explai i bricl. ETURY FERAN

What are the Timitations of frrewalls? TS Nyt

What arce the firewall attacks and counter measures’ (05 N i
OR

Name the types of firewalis and explam m detal, C10 AT

Discuss the firewall conticaration with neat diagran and oxample. (



