
USN 188C821

Eighth Semester B.E. Degree Exa,n{i:hhtion, Jan./Feb . 2023

Networks Seibiirity .{".

Time: 3 hrs. - Max. Marks: l oo

Note: Answer any FIVE full questions,.e.hotsins ONE fuA question f4om'each module.

I a. Explain the different squirting Agpfoaches. Sa,\',' (08 Marks)

b. What are the security principle*ffdrexplain any two princip_les:'' (12 Marks)
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'"' oR --*2 a. With help of the block dli.ibfn, explain the Active 3]u.{'lPdssive attacks. (10 Marks)

b. What is a Worm? Wla&i$nificant difference betwetiir::b Worm and a virus? (04 Marks)

c. What is packet spoofilg? Mention its three po.pib,le cases. (06 Marks)

Module-2
3 a. Explain the.seg----------------.grity Socket Layer Architeettte. (10 Marks)

b. Describe.tlib1g;ferulloperation of the record protocol in SSL. (10 Marks)

OR
4 a. Explain the packet exchange seqrl,grciJ, in the SSH Tranq.fffi"Layer Protocol. (10 Marks)

b. Mention the types of security threatS'faced when using the web. ,,,,.., (06 Marks)

c. What is the purpose of HTTPS? (O4lvlarks)- 
.utf# ^ .::,..: ;4;;2"-\'

il,.',,.an'"' Mg@t..t'
5 a. Explain the IP Security Arehitecture (10 Marks)

b. Mention the appliqation of IP security. :t,,it::i,1;,:.,'"" : (04 Marks)

OR
6 a. Explain tlle top - level format o{91 eiicapsulating seg#I,i,l,y payload packet. (10 Marks)

b. What is.Dffie - Helmann algg;rtlifr and mention its'a[tr.active features. (06 Marks)

c. Mention the services of RFC +fOt. (04 Marks)

il/r^J--I^.,,Module-4
a. D"gsiribe the parts and phalds of computer vinis.7 a. D"gscribe the parts and p4,ai$s of computer,.vjru_S:' (06 Marks)

6,"€ffi€ntion the classifieallotr ofvirus by target. (04 Marks)

6;rffescribe the gene.r-alioffi of antivirus software. (10 Marks)
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8 a. Describe thsttlgpibal steps in digitat immune system operation for virus protection. (14 Marks)

b. Describe the requirements for an effective worn countermeasure scheme. (06 Marks)

..,r;,,.. Module-S
9 a. Explain the techniques t*1&[*firewalls used. (08 Marks)

b. What are the limitations of firewalls? (06 Marks)

c. What are the capabiliti€s of firewalls? (06 Marks)

_;ii:li'11;;4. OR':...... . 
....1

10 a. Explain the foll{Sing types of firewalls.
i) Packet filtering firewall
ii) CircUit.*,level proxy firewall. (14 Marks)

b. Whatare'the common characteristics of a bastion host? (06 Marks)


