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b. Consider an scheme with.edmmon prime q= 71, and primitive root a:7 .
&a! a ,t , I A

5a.

b.

D rfB te key Ys ffi:and A choose the random integer k: 2, what is the
bfM=30? ',r

ii) IflA no* choose a differdirt value of k so that the encoding of M = 30, is c: (59, Cz)
(10 Marks)

exchange and
(10 Marks)
(10 Marks)

what is integer Cz?ffi+
*.*,:1l

;r Module-3
Discuss elliptic*gurve cryptography for analog of Diffie - Hellman key
explain with neatsteps.
Explain psecuilb.fandom number generation based on asymmetric cipher.

ffiffi

.:gg

I a. Define following terms , ; t# *W
. ry d.r[md

q. ywlruw rvuvwurb lvruN . i_*h. [du .,/e \_

i) Cryptography ",:,* ' ':i'
ii) Ciphertext {.. L:, * #
iii) Encryption . 

1,: "' .ffi
v) Kerchoffls prinffis. **# (10 Marks)

b. Perform simple ci!,f$ substitution for belo;w rffessage "meet me after the toga party'' and
explain the matlerpatical equations with Fq#m3. (10 Marks)

@"
,,t:,1 't: "OR:,

a. With ai{&nt,iLagrarn5 explain the *ffiistructure of DES method. (10 Marks)

b. Encr1pt td8'meisage"Meet me=affi\sual place at teffi than eight O'clock". Using the

hill cipher *ith k.y 
[: I 

t** your calculationand';esutt. 
"" @ 

(r0 Marks)

fl'.,'o d' nW'
a. Performencryptionuo'ing RSAalgorithffiffiingP =r:t:*r,e= 3 andt: rirrMarks)

.j1+r::ijla++b. Evaluate a Dif,fre - Hellman key exdffiSe concept for pmii number q,= 7l and primitive
- : - n'-.,rootcr=7. tu"..

i) If usq A'fras private keyX,6;,J,=what is A's pu@keyYe = ?
ii) If user=B has private keyXp #\2, what is B'sffiTc key Ys = ?

iii) What is shared key? r (lo Marks)
S. Yl. dru'ff, _*_*=''1.,.r, _ i..,,tlf'''.i. .-,r.o Om;'

"- i " .rde r

u. ":fiSmpare how Drffie; Hellman key effinge algorithm useful in evaluating man - in -
,.-" 

.i 1piddlo attack co{i pt: d} (10 Marks)
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6 a. Apply the distribution of public key with respect to ffiptbry, authority and certificate.

Module-4 ** q

7 a. What are X.509 standards? Explain ttreffiffie ofX.509 certificate'with neat diagram.

.rr 
'dS,*.' (10 Marks)

b. Explain Kerberos version 5 messag{exchange with neat diagram.s (10 Marks)

oR #ii:.="
8 a. Write a note on: ffifl ,

**,.L..,
ii) Types of S/IvIIMQafr$ffie. .'.J\-" (10 Marks)

b. Explain internet mait'fuffiitecture with its key contponents. (10 Marks)

(10 Marks)

b. Explain secret key distribution with confidentlalfu,,-end authentication. (10 Marks)

'!-g 'id

Explain the of IPsec with9a.
b.

(10 Marks)

(10 Marks)

(10 Marks)
data.

(10 Marks)

D IP_Sgodo!"uments _,h.
ii) IBffif services. , ,; n\.' '-W 6;1 u 

,'tr,"""'*;i 
. __:

d OR d$r+. =; .,'- ";.
10 a. Explain transport and turyd&*rrodes of operatio-&qfur ESp. 1i;.;,.. ,'

b. Explain ESP packet fo#U+tr,with Top level 
folmat 

{nd substructure ofpayload
\ij q$i" " [ ;:: ''

- @rs{- o

w ,ru$*t .*+**$*nri,h,

..,M *-:1..rii* ;==.]:'"*@$ t..". '"
/\\i

d illllffitld\

r'.n!.- 
\: .s ,

- ** wF \ "
flt.J--r &: ,q+s4, ? "" 

' ... i.,i" _ q," *

..dffirl,
"+;h m *rs ::";"" -4T*.
tu/ &! ''s

q:*fl .':Y-
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