USN

Time: 3 hrs.

Note: 1. Answer any FIVE full questions, choosmg ONE full questzon from each module.

2. M : Marks , L: Bloom’s level , C: Course outcomes.

MMe 1 ——— M| L | C
Q.1 | a. | Define the Cyber Crime? Explainiwho are criminals. 7y 10 | L2 | CO1
b. | Explain the classification of Cyber Crime. List all the crimes under each | 10 | L2 | CO1
category. .
OR
Q.2 | a. | Write short note on:. - 10| L2 | CO1
(1) Cyber defamatlon ,
(i)  Salami attack ™,
(i) ~ Hacking
(iv) . Software piracy
(v) ‘Mail Bombs -
b. | Write note on “Indian legal perspectlve on Cyber Cr1 10 | L1 | CO1
e, Module — 2 o 7y
Q.3 | a. | Explain the difference bctween Passive and. Active attacks. Prov1de 10| L2 | CO2
examples.
b. | What is Social engmeermg? Explain Human based and Computer based | 10 | L1 | CO2
social engmeermg B,
OR
Q.4 | a. | Explain Real—hfe incident of Cyber.Stalking. 10 | L2 | CO2
b. | lllustrate Gyber Café and Cyb rimes 10 | L2 | CO2
: ~ Module — 3«
Q.5 |a. &&af}v can keyloggers bq used to commit a gxber crlme? 10| L2 | CO3
b.] erte anoteon: .. 10| L2 | CO3
(1) Proxy Servers and Anonyrmzers
(i) Trolans and Back door v1rus
- OR
Q.6 | a. | What are the different ways of Password cracking? 10| L1 | CO3
b. | Explain the traditional technique of attacks on wireless networks. 10 | L2 | CO3
. Module — 4
Q.7 | a. | What is Phishing? What are the different methods of Phishing attack? 10| L1 | CO4
b. | List and explain.any 6-types of Phishing scams. 10 | L2 | CO4
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OR

Q.8 | a. | Identify different types of Identity theft and explain wi 10 | L2 | CO4

b. | What is Geotagging? Explain the risks and protect” associated with | 10 | L2 | CO4
geotagging. b ®

Module -5

~, |10 | L2 | COS

Q.9 | a. | What is the need for Computer Forensics? Exp
b. | Write note on : }
6] Computer Forensics
(i)  Network Forensics

= |10 | L1 | CO5

Q.10 | a. | Explain the guidelines to be fol 10 | L2 | CO5

10 | L2 | CO5

b. | Define ‘Chain of Custody’ and"Exptain it with proper examples.
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