USN

Time: 3 hrs.

Max. Marks:

Note: 1. Answer any FIVE full questions, ¢ hoosmg ONE full question from each module.

2. M : Marks, L: Bloom’s level , C: Course outcomes.

100

Module - 1 M| L C
Q.1 | a. | List the various cyber crime agalnst organization and explam any four in | 10 | L1 | CO1
detail. ; g
b. | Who are cyber criminals‘?_Wriféthe three groups in cyber criminals. 7 | L1 | CO1
(. i Discuss cyber crime in ‘legal perspectives. 3 |L1|cot|
Q.2 | a. | Explain any five cyber crime against indiv 10 | L2 | CO1
b. Explain~~‘i§i"¢dit card frauds, intellectual-property crimes and internet time | 6 | L2 | CO1
theft.
¢. | Write a short note on “Indian legal perspective on cybc;rcﬁfné. 4 |L1|CO1
_____Module -2
Q.3 | a. | What is Social Engineering? Discuss Human based Social Englneermg with | 10| L1 | CO2
a suitable examples.
b. | Explain any five tools used during passive attack. 10 | L2 | CO2
OR B
Q4 |a. | Define cyber stalkmg Explam two types of stalkers. = 8 | L2 | CO2
b. , ‘xv’tlps for safety and securlty measures while | 6 | L1 | CO2
usmg the computer in cybe café.
1attack vector? Explain. 6 |[L1 | CO2
Module’ -3 i
Q.5 | a. | What are software and hardware keyloggers? List the advantages of using | 8 | L1 | CO3
anti keylogger.
b. | What is phishing? How phishing works? 6 |L1 | CO3
¢. | Explain how to protect from Trojan Horses and Backdoors. 6 | L2 | CO3
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OR .
Q.6 What is Virus? Discuss various types of viruses categorlzed based on| 8 | L1 | CO3
attacks on various elements of the system.
What are the preventive measures from being a vic of DOS/DDOS | 6 | L1 | CO3
attacks? ’
Summarize traditional techniques of attacks onf’wireless networks. 6 | L1|CO3
Module—4 :
Q.7 Explain five phishing techmques used by phishers to launch phlshmg 10| L2 | CO4
attacks.
Recall various types of phishing'scam: 10 [ L1 | CO4
Q38 What is identify theft‘7 Ex : 10 | L2 | CO4
What is Whalmg" Explam the dlfference between whahng and spear | 10 | L2 | CO4
phishing.
: ‘ Module —
Q9 Explain 1 the followmg phases of Forensics life cycles: 10 | L2 | CO5
1) Preparatlon and Identification
i) Storlng and Transportmg
Explam how the chain of custody concept a 6 | L2 | CO5
forensics.
Write short notes on network forensics. ¢ 4 |L1|CO5
Q.10 10 | L2 | CO5
10 | L2 | CO5
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