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First Semester B.E./B.Tech. Degree Examffiffin, Jan./Feb . 2023

lntroduction to Gyber Security
Time: 3 hrs.

Note: 1. Answer any FIW lull questions, chogsiagVNE full question from eaqlr. module.
2. M : Marks , L: Bloom's level , C: Coff*e -dutcomes, ., "qllll,

Max. Marks: 100

:r1 M L C
Q.r a. Define Cybercrime and

criminals.
Cyber seqUtitffiList and explain categories df cyber l0 LI co1

b. List and expla in c lass ifi catioffi,b.fU$ ercrimes.
.:.. il"'

10 L2 col

OR
Q.2 a. List and explain thedrareking and

Cyber crimes,
the Indian lau&ffibr Indian ITA 2000

td'
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t0 L2 co1

b. Write note onlt;,,-rir

i) Cfrefdd%mation
ii) Sa,lami attack
iii) Iftieking
iv) S6n*are piracy
v) Mail bombs.

10 LI col

Module - 2

Q.3 a. Explain the diflerencsffi een passive and. acgivffi6ttacks provide tdblsr as
example.

t ..r

10 L2 co2

b. What is Social.eilgineering? Explaiq llr{nsdn based and based 10 L2 c02

,s{iu ffi,
Q.4 a. What is Cyber stalking? Name ihe two

stalking works.
types of dlal$brs and explain how 10 L2 co2

b. What is Zombie netrt'offiP What are
attack vector? Explain.

the.tliffirent attacks launched with 10 L2 co2

Module - 3

Q.s a. What are th$@rent stages aufiffi attack on the network? 10 LI co3

b. What is tltb,'ilifference betweenprbxy server and an anonyrnizer? 4 LI c03

c. What are the different f password cracking? 6 LI c03
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Q.6 L. ffie between a virus and a worm? List"the'trybes of virus

and explain tx,--r;., '1"

'':l"'ill.'

10 L1 co3

b. What is Trojan Horses and Backdoors? How to P,f.,9!Sl 
from Trojan Horses

and Backdoors. ..,*', .'

10 L1 c03

Module-A *'*

Q.7 L. What is Phishing? What are the differer$q;e.ftdds of phishing attack?,',url
u\* -

10 L1 co4

b. What is spear phishing? Explain witlifuample.
:: iH,

4 L2 c04

c. List and explain any 6 types offi!{shfng scams.

-

6 L2 c04
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Q.8 a. What is identity theft? @ql'example.

\'1 .

2 1,2 co4

b. Wtrit are the differeffie of identity theft? Explain. '

d
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8 L2 co4

c. What are ttre ffiilt techniques of ID th€.fr*:. r+'

lr'r 
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10 L1 c04

,&, Module - 5
Q.e a.

i)
ii)

t':r:ii, iii'

3 L2 co5

b. Oefrne computer forensh' ind
forensics. ;

digital 
"r*t16$st

" 
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the roles of qffial
7 t,1 cos

c. Explain the
phase.

to be followed dq6ffihe digital evi$onb$'eollection 10 L2 c05

*bR

Q.10 a. 4 L3 co5

b. Erylain the activities ffiQffidd in the 8 L2 c05

,.$.,; Elaborate on *:,,ffiof custody.
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8 L3 co5
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