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First S emester B.E./8. Tech. Degree Examina.tffi D ec.2023 I J an.2024
I ntroduction to Gyber#S€curityIntroduction to Gybqp rity

Time: 3 hrs. Max. Marks: 100

Note: 1. Answer any FIW full questions, cnodsigONn fuil questionfro@ module.

L M : Marks , L: Bloom's level, C: Course oitcomes. .,.fu\''
Modu[&*.1 M L C

Q.1 a. Define the following terms :

i) Cyber space

ii) Cyber squatting
iii) Cyber punk
iv) Cyber warfare
v) Cyber terrorism

.t'
'iiii .:

,l{a :::i

'ii ., i'

10 L1 col

b. Discuss the various ClaCsifications of cyber crimes. 10 L2 col

OR

Q.2 a. Who are,oytef' criminals?
criminalS, 
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Discuss
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in detail the various tlpes of cyber
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10 L2 cor

b. Explainthevariousclassificationsofcybercrimes.
i ;:::i: ::'
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10 L2 col

Module - 2
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Q.3 a. Explain the phases involdiid'in planning a cybbr crlme.
...,-"--.\.

10 L2 col

b. What is cyber stalkfu!? Explain in detli|,,low'cyber stalkingfrlppls. 10 L2 co1

oR::I .iJq

Q.4 a. 10 L3 col

b. What aie'botnets? ExRlain,Sw,ffitnets can be,;,,1d for gainfuI purposes. 10 L2 col

Module -,3,,r,r.'.-

Q.s a. Explain the various,gta$es of a Network attaek. 10 L2 co2

b. Define the following terms :

i) Proxy s-erveril and Anonymidersi '

ii) Phising
iii) Keyloggers and spylvares..

iv) Virus and worms
v) Trojans and backdooi virus

::

10 L2 c02

OR

Q.6 a. Explain the typeS,,of, computer viruses. t"
L2 co2

b. Explain the.typbs of DOS attacks. 10 L2 co2
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Module - 4

Q.7 a. @hin the various phising techniqgoq#
$r;. 'l

10 L2 c()3

b. Explain the tlpes of phising scams ::.i:i][t 10 L2 co3

OR

Q.8
^.

10 L2 co3

b. Discuss the techniques of identity the@..-., 10 L2 co3

ffidu{e - 5

Q.e a. roles and typical sceiiarios involved

in digital forensics. l" W :: 'lr'

d%; '{r'':'';'

l0 L2 co4

b. With aaid of diagranr, trbffi
*,d

the digital forensic s,{}&tlc le. 10 1,2 co4

OR ,I\

Q.10 a. Discusa the variofifuethods for Extractingffidftic evidence.
\ .p

10 L2 c()4

b. Write shogffi# on : ii.
i) Chain of custody q?4

ii) Digibl forensic science. , ,Ea

,,$! l0 L2 co4


