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Second Semester M.Tech. Degree Examiriutiorr, July/Aug ust 2022

Gryptography and NetWbrks Securaty,

Time: 3 hrs. l;li,;il t.*'"Ma".Marks:

Note: Answer any FIVE full questionsx,'afiq.osing ONE full question from each module,

Module-l
Briefl y describe about ste gano,gftfphy.

With a neat diagram,, explain DES encryption algorithm. ',''

Explain how the S-Box is consffucted in AES algorithm.
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Write short notes 66',,',Oiie-Time pad.
With a neat diagram, explain the Feistel encryption and decryption algorithm.
With a neat diagram, explain the AES encryption and decryption prccess.

t:: .

OR

.,,,r1[ri, 
t,,, 

t:, .,,''':",'' Module-2..-a. State and prove Fermat's and Euler's theorem.
b. Explain'ECC Diffie-Hellman kef,C&hange algorithm. -,=,'

i". OR ,' .-. -. 
' 

' ::Tfu-
4 a. Explain the RSA algorithi#'h a RSA algorithm ryrt.- it is given thht!: 17 , q,: ll, e : 7

and M = 88. Find the cififid text 'e' and encrypt 'C' to set plain textM. (10 Marks)
b. With an example, exp,lain logarithms fofimpHuhr arithmetig.*,gp.o state the properties of

logarithms. (10 Marks)
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5 a. With a neat diagram, explain lineqr fddtlback shift registers. (06 Marks)

b. Explain';,r,,,,r;,i ,1 
I ,,,':.,r. ''

i) Lin'ear''oomplexity ,,, ',,,,

ii) Conelation immunity, -,"1.,,,- 
:'

c. Witli'' aneat diagram, eip{ain the construction and generation of self decimated

,:and 
Gollmann cascad,olil '" 
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Write short no'tes "on linear con gruefi ti '' generator.

c.

(06 Marks)
generators
(08 Marks)

(06 Marks)

Explain , .',,,,,,.,'"'"lt'' :' 'r::iirl

i) GeffGenerator
ii) Beth - pipes and go-generator. (06 Marks)
Explain the encryption algorithm that is designed to build PKZIP data compression program.
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Explain one way-"flash function. Explain how Alice uses the birthday attack to swindle Bob.
j:'re.,ttr (09 Marks)

Explain Mess,age Authentication Algorithm (MAA). (04 Marks)

Describe.the steps involved in the NIST recommended specific method for generating two

primes,,p,and q where, q divides p - 1. (08 Marks)..,.:. lof2
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Explain N-Hash algorithm and cryptanalysis offfiHasi. (10 Marks)
List the Rivest's MDS irnprovements to MS4 anffiow are they comparedoyith sHAs.

List the four criticism against digital siffi'latgorith*. {dry [3:ffiIfi]
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